Ky boi: Uy ban nhan dan tinh

UBND TiNH DIEN BIEN CONG HOA XA HQI CHU NGHIA VIET NAM
TIEU BAN AN TOAN, Ddc lap - Tu do - Hanh phuc
AN NINH MANG

S Dién Bién, ngay o8 thang 9 ndm 2024

S6:7269 /ICV-TBATANM

V/v tang cudng bao dam an ninh

mang, an toan céc hé thong thong
tin trén dia ban tinh

Kinh guri:
- Céc sd, ban, nganh, doan thé tinh;
- Céc t6 chire, doanh nghiép Nha nuéc trén dia ban tinh;
- UBND céc huyén, thi x4, thanh phé.

Thoi gian qua, tinh hinh an ninh mang trén cé nudce néi chung va trén dia
ban tinh Dién Bién noi riéng dién bién ngay cang phuc tap, hoat dong tin cong
mang nham vao cac hé théng thong tin quan trong gia ting vé tan suat va muc
do nguy hiém. Qua cong tac ra quét, bao dam an ninh, an toan h¢ thdng thong tin
trén dia ban tinh, tir ngay 10/7/2024 dén ngay 30/8/2024, Cong an tinh da phat
hién nhiéu hoat dong diéu huéng ndi dung théng tin xau doc thong qua trang
thong tin dién tir thuéc quyén quan 1y cua 11 co quan, don vi, dia phuong trén
dia ban tinh (gém: S¢ Vin héa - Thé thao va Du lich, So Tw phap, Héi Van hoc -
Nghé thudt tinh, Truong Cao dang Su pham Dién Bién, Bdo Dién Bién Phu, Thir
vién tinh, Cong ty TNHH X6 56 kién thiét Dién Bién, UNBD thi xa Mz:o’ng Lay,
UBND thanh phé Dién Bién Phu, UBND huyén Tuan Gido, Truong THCS-
THPT Quai To - huyen Tuan Gido). Céac website nay bi tan cong, khai thac 16
héng bao ‘mat, cai cam backlink dan dén nguy co cac website va phan mém tmg
dung bi tdn cong boi mé doc hodc hién thj cc noi dung khong phu hop trén cac
trang théng tin dién tir thudc quyén quan ly cta cic co quan, don vi, dia phuong.

Nguyén nhén xay ra cic vu vigc trén co thé do: ¥ Trang web c6 thé sir
dung ma JavaScript dé tu dong chuyén huéng nguoi diung dén mot trang web
khac, diéu nay thu'ong xay ra mgt cach nhanh chéng va khong hién thi théng béo
hay canh bao; ® Website bj hacker tin cong loi dung 16 héng bao mat: Néu
trang web khong dugc bao vé dung céch, hacker c6 thé tan dung cac 16 hong bao
mét dé cai cim, dang tai, chuyen hudng hodc lién két voi noi ‘dung khéng phu
hop. Su viéc nay s& tré nén rét nguy hiém va nghiém trong néu bi lgi dung dé
dang tai, phat tan nhitng ndi dung xau ddc, xuyén tac vé chi quyén, chu truong
cua DPang va chinh sach, phap luét ciia Nha nudc..

Pé ting cuong cong tac bao dam an ninh ‘mang, an toan hé thong thong tin
trén dia ban tinh, phong ngira nguy co bj céac ddi tugng x4u loi dung dé phat tan,
tan coéng vao cac hé thong thong tin do céc co quan, don vi, dia phuong dang
quan ly, van hanh; chiém quyén dleu khién, tan cong, pha hoai, truy cép bat hop
phap cac thong tin nhay cam, gay mét an toan, an ninh mang; Tleu ban An toan,
An ninh mang tinh yéu cau céc co quan, don vi, dia phuong trién khai thuc hién
mdt sé ndi dung sau:




I .

1. Tiép tuc phd bién, quan triét toi toan thé can bo, cong chie, vién chuce
va nguoi lao dong trong co quan, don vi, dia phuong chap hanh nghiém céc
quy dinh cua phap luét, hudng dan vé bao dam an ninh mang, nhit 1a Lut An
ninh mang, Nghi dinh s6 53/2022/ND-CP ngay 15/8/2022 cua Chinh phu quy
dinh chi tiét mot s6 diéu cua Luat An ninh mang.

2. Tang cuong cac bién phap giam sat an ninh, an toan hé thong mang,
thong qua cac hé théng giam sat, hé thong phong chong ma dgc tap trung dé chu
dong phat hién som cac hoat dong bat thuong, hanh vi tAn céng mang vao h¢
thong Thuong xuyen to chirc ra soat cac dudng dan, khac phuc cac diém yéu, 16
hong bao mét cho céc may chu, img dung mang, phan mem nghlep vu, trong do
uu tién cac hé théng két ndi mang internet, h¢ thong két ndi véi bén thir 3; thuc
hién ngay viéc sao luu hé thong, dir lidu trén thiét b luu trir doc 1ap hodc giai
phap tuong duong; loai b6 hodc nang cép cac may tinh, may chu dang sir dung
hé diéu hanh khéng con dugc hang hd tro cdp nhét ban va bao mat.

3. Quan tdm bb tri kinh phi dé kip thoi néng cdp co sé ha ting, k¥ thuét
bao dam an ninh, an toan thong tin cho Cong/Trang théng tin dién tr do co
quan, don vi, dia phuong minh dang quan ly, van hanh nhu tuong lia, thiét bi
phong, chong xam nhép...Thuc hién tot quy trinh van hanh, bao tri, bdo dudng
va phat trién hé thong, chinh sach an toan thong tin cho Céng/Trang théng tin
dién tir; str dung mat khiu manh va dinh ky thay d6i mat khéu tai khoan quan tri
(s dung chit in thuong, in hoa, s6 va ky tu ddc bi¢t); cap nhat Website 1én phlen
ban mai nhat sira 161 va cép nhat cdc ma ngudn; cai dit phin mém chdng virus
va phan mém chong x4m nhap dé bao vé dit liéu duge an toan, ngin chin nguy
co truy cép trai phép tir bén ngoai.

4. Trong truong hgp phat hién hoat dong tin céng mang vao cac hé
thdng théng tin do cc co quan, don vi, dia phuong dang quan ly, vén hanh thi
kip thoi trao d6i vai Cong an tinh - Co quan Thucmg truc Tiéu ban (qua phong
An ninh mang va Phong, chong i pham st dung céng nghé cao, sé dién
thoai: 0866.130.113) dé duoc hudng dan, phoi hop xir ly.

5. Giao Cong an tinh huéng dan, kiém tra, don dbc viéc trién khai thuc
hién Coéng véan nay. Pong thoi, chu dong tham muu, dé xuat vaoi cap co tham
quyeén chi dao xur ly cac van dé phat sinh (néu c6) theo quy dinh.

Nhén dugc van ban nay, cadc co quan, don vi, dia phuong nghiém tuc
trién khai thyc hién, dam bao ndi dung yéu cau./.

Noi nhan:

- Nhu trén;

- Thuong tryc Tinh ty (b/c);
- Lanh dao UBND tinh;

- Luu: VT, NC.?

CHU TICH UBND TiNH
Lé Thanh D6
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